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Actionable treatments 

Risk Treatment 

Account registration is required to access this service. • Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

Use of forms/surveys may result in the unauthorised 
collection, over the collection, storage, and/or disclosure of 
personal, sensitive information (e.g., when contact 
information is uploaded for distribution purposes or via 
responses).  Data may be subject to misuse, interference, 
loss, unauthorised access, or modification. 

• Select or design questions or response fields to limit the
collection of personal, sensitive information.

• Only collect information that is reasonably necessary to
fulfil the purpose of use.

Adobe - Creative Cloud K-12 - Consent information for parents/carers 

Name of Service: Adobe - Creative Cloud K-12 Data Location:     Offshore (Outside Australia) 

Purpose: A suite of over 20 desktop and web-based design applications used for graphic design, video 
editing, web development, photography, and animation 

Information Disclosed: • Student name 

• Student photo

• Student email

• Student date of birth 

• Student phone number

• Student work/content

• Student responses 

• Parent name 

• Parent contact information 

Website: https://www.adobe.com/au/creativecloud.html 

Terms of Use: https://www.adobe.com/au/legal/terms.html 

Privacy Policy: https://www.adobe.com/au/privacy/policy.html 

Date of Assessment:  November 2020 

Adobe Creative Cloud K-12 - Consent information for parents/carers
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Actionable treatments

Risk Treatment
This service imposes an age restriction of 15 on its 
users. Failure to comply with the age restriction breaches the 
Terms of Service.   

• This service requires parental consent for users under 15
years. 

Account registration is required to access this service.  This 
increases exposure to information security risks relating to 
the protection of personal information security from misuse, 
loss, unauthorised access or disclosure when it is not 
intended to be made publicly available. 

• Do not use organisational passwords when registering an
account.

• This service does not require users to complete accurate
information when registering accounts.  Users should create
accounts using anonymous and/or organisational details
where possible.

This service contains content libraries.  Content libraries may 
contain service provider or user-generated content.  Content 
presented to users may not be age-appropriate 

• Staff should monitor students when using content libraries
to ensure appropriate search terms are used.

• Report inappropriate content to the service provider.
• Accounts for a junior will be filtered to provide suitable

content.
This service provides online learning activities and/or game 
functionality.  Responses to these games can include 
predetermined response options and free text fields.  Use of 
free text fields increases the risk of personal or sensitive 
information being disclosed to the service. 

• Provide clear guidelines for students when completing free
text fields to ensure they do not disclose sensitive or
personal information.  If sensitive information is
inadvertently collected via free text fields, request the users
or service provider to remove the data.

ABC Education - Consent information for parents/carers

Name of Service: ABC Education Website     
ABC Kids Listen (android V1.3.802.1687.ios 1.7.6)     
ABC iview app & website   

Data Location:     Onshore (within Australia) 

Purpose: Learning management platform that provides entertainment, news and education content and 
games 

Information Disclosed: • Student name
• Student work/content
• Student home address
• Student gender
• Staff/teacher email address

• Student email
• Student photos or videos
• Student date of birth
• Staff/teacher name
• Staff/teacher personal information

Website: https://education.abc.net.au 

Terms of Use: ABC Terms of Use 

Privacy Policy: ABC Privacy Policy  

Date of Assessment:  20 May 2024

ABC Education and more - Consent information for parents/carers
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Actionable treatments 

Risk Treatment 

Account registration is required to access this service. • Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

Book Creator - Consent information for parents/carers 

Name of Service: Book Creator Data Location:     Offshore (Outside Australia) 

Purpose: This service allows users to create and collaborate on digital books by combining audio, visual and 
text elements. 

Information Disclosed: • Student name 

• Student work/content

• Class details

• School name 

• Student email

• Student photos or videos

• Student username 

Website: https://bookcreator.com/  

Terms of Use: https://bookcreator.com/privacy-policy/terms-of-service/ 

Privacy Policy: https://bookcreator.com/privacy-policy/  

Date of Assessment:  October 2019 

Book Creator - Consent information for parents/carers
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Actionable treatments

Risk Treatment

Student personal information may be collected if student 
accounts are enabled during quiz set up. 

• Students can join a teacher created quiz with no account
required.

• When creating a quiz, ensure the ‘Allow Student Accounts’
option is unchecked. This prevents students from signing in
or creating profiles.

• Using the service in this way means that no student personal
information is collected.

This service imposes an age restriction of 18 to create an 
account or profile. Failure to comply with the age restriction 
breaches the Terms of Service.  

• Students can join a teacher created quiz with no account
required. There are no age restrictions for this use case.

• Creation of an account requires parental consent for users
under 18 years. 

• Account registration for minors must be completed by a
responsible adult, who accepts the Terms of Service.

This service can result in the creation and collection of 
student information. These records may not be handled or 
stored in accordance with Department policies or retention 
requirements. 

• Ensure record keeping requirements are met when using
third party systems to collect and manage student
information.

• Ensure records are backed up and can be retrieved from the
system.

• When the system is no longer required, ensure that records
are exported and stored as per Department guidance on
Ikon and seek confirmation from the service provider that
records have been deleted from the third party system.

Our assessment of this service does not cover any AI 
components. 

• Ensure AI plug ins are disabled by default on student
computers.

Duty of Care requirements may be compromised when using 
this service 

• Monitor student use of this service.
• Preview content before sharing with students.

Blooket - Consent information for parents/carers 

Name of Service: Blooket (excluding AI functionality) Data Location:     Offshore (outside Australia) 

Purpose: Interactive quiz generator and hosting platform 

Information Disclosed: • Staff name

• Staff email address

• Student name

• Student email 

• Student username

• Student work

• Student responses

• Student results

Website: https://www.blooket.com/ 

Privacy Policy: https://www.blooket.com/privacy 

Blooket - Consent information for parents/carers
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Actionable treatments 

Risk Treatment 

Account registration is required to access this service. • Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

Use of forms/surveys may result in the unauthorised 
collection, over the collection, storage, and/or disclosure of 
personal, sensitive information (e.g., when contact 
information is uploaded for distribution purposes or via 
responses).  Data may be subject to misuse, interference, 
loss, unauthorised access, or modification. 

• Select or design questions or response fields to limit the
collection of personal, sensitive information.

• Only collect information that is reasonably necessary to
fulfil the purpose of use.

Remote access functionality can be used to gain access to 
school servers and organisational applications. This exposes 
the organisation to risks associated with unauthorised access, 
the potential exploit of organisational data and assets, and 
theft or disclosure of sensitive organisational information. 
This platform allows meeting hosts and/or meeting 
participants to use screen sharing with each other. Screen 
sharing allows other participants to view onscreen files, 
documents, emails, previews and alerts. 

• Remote access must not be used. Ensure users do not
provide remote access to others or consent to requests
to allow remote access.

• Disable remote access functionality.

• Do not consent to requests to allow remote access.
• Do not initiate or accept requests for remote access.

• Cancel if notified of an active remote access session.

Apple School Manager & related services - Consent information for parents/carers 

Name of Service: Apple School Manager & related services Data Location:     Offshore (outside Australia) 

Purpose: Apple School Manager is a web-based portal that helps IT administrators deploy iPad and Mac 
devices, providing students and staff access to various Apple services, 200GB of non-personal 
iCloud storage, apps and books. 

Information Disclosed: • Student name 

• Student images

• Student academic testing 

• Student grades/performance data 

• Student geolocation data

• Other student data 

• Student email

• Student username 

• Student gender

• Student class details

• School name 

Website: https://school.apple.com/  

Terms of Use: https://school.apple.com/  

Privacy Policy: https://www.apple.com/au/privacy/ 

Date of Assessment:  May 2020 

Apple School Manager and related services - Consent information for parents/carers
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Actionable treatments 

Risk Treatment 

Account registration is required to access this service. • Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

Accidental, unintentional or malicious sharing of files may 
result in the unauthorised disclosure of sensitive personal 
information, intellectual property/copyright materials, and/or 
organisational information. 

• Limit the personal and organisational information
contained within files and use de-identified information
where possible.

• Adhere to your organisation's information management
procedures.

• Ensure users do not upload any material (e.g., written,
audio, video) that they do not own or have not created,
or any material that infringes Intellectual Property rights
such as copyright.

ClassDojo - Consent information for parents/carers 

Name of Service: ClassDojo Data Location:     Offshore (Outside Australia) 

Purpose: A global community of teachers and families who come together to share kids’ most important 
learning moments, through photos, videos, messages, and more. 

Information Disclosed: • Student name 

• Student email address 

• Student attendance

• Student behaviour

• School name 

• Student photos or videos

• School name 

• Parent name 

• Parent contact information 

Website: https://www.classdojo.com/en-gb/?redirect=true 

Terms of Use: https://www.classdojo.com/en-gb/terms/ 

Privacy Policy: https://www.classdojo.com/en-gb/privacy/ 

Date of Assessment:  September 2023 

ClassDojo - Consent information for parents/carers
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Actionable treatments 

Risk Treatment 

An age restriction is imposed: 18 years and over. • This service requires parental consent for users under
18 years

This service requires users to give remote access control to 
service provider staff to gain full control of a user's computer 
e.g., for technical, remote support. This functionality can be
used to gain access to school servers and organisational
applications. This may result in unauthorised access, the
potential exploit of organisational data and assets, and theft
or disclosure of sensitive organisational information.

• Remote access must not be used. Ensure users do not
provide remote access to others or consent to requests
to allow remote access.

Accidental, unintentional or malicious sharing of files may 
result in the unauthorised disclosure of sensitive personal 
information, intellectual property/copyright materials, and/or 
organisational information. Further, once intellectual 
property is shared within this service, users may no longer 
have ownership of it and/or the ability to prevent the sharing 
of it. 

• Limit the personal and organisational information
contained within files and use de-identified information
where possible.

• Adhere to your organisation's information management
procedures.

• Ensure users do not upload any material (e.g., written,
audio, video) that they do not own or have not created,
or any material that infringes Intellectual Property rights
such as copyright.

ClickView - Consent information for parents/carers 

Name of Service: ClickView Data Location:     Onshore (within Australia) 

Purpose: Curriculum-aligned video and interactive content for teachers and students. 

Information Disclosed: • Student name 

• Student work 

• Student year level

• School name 

• Student email

• Student photos or videos

• Student username

Website: https://www.clickview.com.au/ 

Terms of Use: https://www.clickview.com.au/terms-and-conditions/ 

Privacy Policy: https://www.clickview.com.au/privacy-policy/  

Date of Assessment:  November 2021 

ClickView - Consent information for parents/carers
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Actionable treatments 

Risk Treatment 

Downloading files from the internet presents a risk to the 
organisation’s network as this increases potential exposure to 
malicious content or malware.  

• Prior to downloading any files, ensure devices have anti-
virus protection installed

• Where possible, organisational email communications
should be sent using school/work email accounts rather
than third party services.

This service allows users to create content. Content created 
may contain personal information, intellectual 
property/copyright materials, and/or organisational 
information. Information stored about the user builds a user 
profile within the service, which may be vulnerable to 
identity theft if a data breach occurs.  

• Users must not upload any material (e.g., written,
audio, video etc.) that they do not own or have not
created, or any material that infringes Intellectual
Property rights such as copyright. If not specifically
required for the purpose for which the  service is being
used, users must not upload or share content that
contains personal (e.g., information that could be used
to identify the user, including photos) or sensitive
organisational information

Canva for Education - Consent information for parents/carers 

Name of Service: Canva for Education Data Location:     Offshore (Outside Australia) 

Purpose: A design platform for creating graphics, presentations, posters and other visual content with a 
library of images, fonts, templates and illustrations. 

Information Disclosed: • Student name 

• Student work/content

• Student email

• Student photos or videos

• School name 

Website: https://www.canva.com/education/ 

Terms of Use: https://about.canva.com/terms-of-use/ 

Privacy Policy: https://www.canva.com/policies/privacy-policy/ 

Date of Assessment: October 2021 

Canva for Education - Consent information for parents/carers
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Age Restriction:        None 

Actionable treatments 

Risk Treatment 

Account registration is required to access this service. • Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

Use of forms/surveys may result in the unauthorised 
collection, over the collection, storage, and/or disclosure of 
personal, sensitive information (e.g., when contact 
information is uploaded for distribution purposes or via 
responses).  Data may be subject to misuse, interference, 
loss, unauthorised access, or modification. 

• Select or design questions or response fields to limit the
collection of personal, sensitive information.

• Only collect information that is reasonably necessary to
fulfil the purpose of use.

Google Workspace - Consent information for parents/carers 

Name of Service: Google Workspace for Education Data Location:     Offshore (Outside Australia) 

Purpose: This service is a suite of in-class productivity tools built for teaching and learning. This review 
encompasses the following services: Google Gmail, Google Drive, Google Classroom, Google 
Assignments, Google Calendar, google Jamboard, Google Keep, and Google Sites. 

Information Disclosed: • Student name 

• Student work/content

• Student email

• Student photos or videos

Website: https://edu.google.com/intl/en_au/ 

Terms of Use: https://policies.google.com/terms?hl=en 

Privacy Policy: https://policies.google.com/privacy?hl=en 

Date of Assessment:  December 2019 

Google Workspace for Education - Consent information for parents/carers
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Actionable treatments 

Risk Treatment 

Personal information may be stored in or added to user 
profiles within the service.  Users are unable to control who 
can view their profile so it may be visible to other users. 

• Ensure users are aware that their profile information
may be visible to others, and they do not add any
additional information.

This service allows users to engage in communications 
through commenting.  Users may be exposed to 
inappropriate content or comments through interactions 
with others. 

• Prevent the disclosure of personal or sensitive
organisational information and protect students from
inappropriate contact by establishing protocols and
expectations for students when using this functionality.

This service does not offer users anonymity or pseudonymity 
when dealing with the service. 

• Ensure users do not disclose additional personal or
organisational information, other than that which is
disclosed through the service.

Explain Everything - Consent information for parents/carers 

Name of Service: Explain Everything Data Location:     Offshore (Outside Australia) 

Purpose: An interactive whiteboard and presentation application with recording and collaboration features 
designed for projects and ideas sharing.  This application can be used online for content creation 
and storage, real-time project collaboration and sharing; or offline for content creation only. 

Information Disclosed: • Student name 

• Student work/content

• Class details

• Student image 

• Student email

• Student username 

• School name 

• Country

Website: https://explaineverything.com/ 

Terms of Use: https://explaineverything.com/terms-of-use/ 

Privacy Policy: https://explaineverything.com/privacy-policy/ 

Date of Assessment:  November 2019 

Explain Everything - Consent information for parents/carers
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Actionable treatments 

Risk Treatment 

Use of free text fields may results in the unauthorised 
disclosure of personal or sensitive information. 

• Provide clear guidelines for students when completing
free text fields to ensure they do not disclose sensitive
or personal information.

Use of this service means loss of your Intellectual Property 
rights. The Terms of Service specify that, by continued use of 
the service, you agree that the external service provider has 
ownership or unrestricted licence to copy, alter, distribute, 
perform, display to all other users, third parties, affiliated 
organisations etc. over any material created within and/or 
uploaded to the service. 

• Ensure users do not upload any material that they do
not own or have not created. Once intellectual property
is uploaded to this service, users no longer have
ownership of it and/or the ability to prevent the sharing
of it. Do not upload any material (e.g., written, audio,
video) that infringes Intellectual Property rights such as
copyright or organisational material.

ImmerseMe - Consent information for parents/carers 

Name of Service: ImmerseMe Data Location:     Offshore (Outside Australia) 

Purpose: Virtual reality-based language learning software. 

Information Disclosed: • Student name 

• Student work/content

• Class details

• Voice recording 

• Student email

• Year level

• School name 

Website: https://immerseme.co/ 

Terms of Use: https://immerseme.co/terms-of-use 

Privacy Policy: https://immerseme.co/privacy-policy 

Date of Assessment:  June 2020 

ImmerseMe - Consent information for parents/carers
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Name 
Lucid Chart 
https://lucid.co/ 

Category 
References & 
Resources 

Information provided: 
Student: name, home address, 
work/content. 
How the information is used: 
Flowcharts and diagrams 
creation tool. 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://lucid.co/privacy 

https://lucid.co/tos 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  January 2021 

INFORMATION YOU SHOULD KNOW 

• Parent consent for students must be obtained in order to comply with the vendor’s Privacy Policy or Terms of
Use.

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 

Lucid Chart 
Lucid Chart - Consent information for parents/carers 

Lucid Chart - Consent information for parents/carers
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Risk Treatment 

Account registration is required to access this service.  This 
increases exposure to information security risks relating to 
the protection of personal information security from misuse, 
loss, unauthorised access or disclosure when it is not 
intended to be made publicly available. 

• Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

• This service does not require users to complete accurate
information when registering accounts.  Users should
create accounts using anonymous and/or organisational
details where possible.

This service provides online learning activities and/or game 
functionality.  Responses to these games can include 
predetermined response options and free text fields.  Use of 
free text fields increases the risk of personal or sensitive 
information being disclosed to the service. 

• Provide clear guidelines for students when completing
free text fields to ensure they do not disclose sensitive
or personal information.  If sensitive information is
inadvertently collected via free text fields, request the
users or service provider to remove the data.

Responses to user generated learning activities and/or games 
may contain personal, or sensitive  information that is not 
authorised for disclosure 

• Structure activities or questions to avoid the collection
of personal or sensitive information.  

Kahoot - Consent information for parents/carers 

Name of Service: Kahoot Data Location:     Offshore (outside Australia)  

Purpose: Game based learning platform. 

Information Disclosed: • Student name 

• Student work/content

• Class details

• Student email

• School name 

• Student geolocation data

Website: https://kahoot.com/ 

Terms of Use: https://trust.kahoot.com/terms-and-conditions/ 

Privacy Policy: https://trust.kahoot.com/privacy-policy/ 

https://kahoot.com/student-privacy-policy/ 

Date of Assessment:  October 2021 

Kahoot - Consent information for parents/carers

© Department of Education WA 
Privacy and Security Assessment Report v8 

Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications. 
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Micro:bit 
https://microbit.
org/ 

Category 
Teaching and 
Learning 

Information provided: 
Staff/teacher: name, email  
Student: name 
How the information is used: 
Learning Tool for Coding, 
Electronics and Robotics 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://microbit.org/privacy/ 

https://microbit.org/terms-of-
use/ 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  January 2021 

INFORMATION YOU SHOULD KNOW 

• Parent consent for students must be obtained in order to comply with the vendor’s Privacy Policy or Terms of
Use.

• 
TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
Using aliases/nicknames 
Where possible, consider using non-identifying user names e.g. first name, first two letters of last name and a series 
of numbers e.g. JennBr25.  Numerals chosen could be based on day of birth, house number, etc. to help young 
children remember.  

Micro:bit 
Micro:bit - Consent information for parents/carers 
Micro:Bit - Consent information for parents/carers



‘Preparing for the future’

2 

OFFICIAL 

Risk Treatment 

Account registration is required to access this service.  This 
increases exposure to information security risks relating to 
the protection of personal information security from misuse, 
loss, unauthorised access or disclosure when it is not 
intended to be made publicly available. 

• Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

• This service does not require users to complete accurate
information when registering accounts.  Users should
create accounts using anonymous and/or organisational
details where possible.

This service provides online learning activities and/or game 
functionality.  Responses to these games can include 
predetermined response options and free text fields.  Use of 
free text fields increases the risk of personal or sensitive 
information being disclosed to the service. 

• Provide clear guidelines for students when completing
free text fields to ensure they do not disclose sensitive
or personal information.  If sensitive information is
inadvertently collect via free text fields, request the
users or service provider to remove the data.

Prodigy - Consent information for parents/carers 

Name of Service: Prodigy Data Location:     Offshore (Outside Australia) 

Purpose: Game based learning. 

Information Disclosed: • Student name 

• Student geolocation data 

• Parent contact information

• Parent name 

• School name 

Website: https://www.prodigygame.com/main-en/  

Terms of Use: https://www.prodigygame.com/main-en/terms-and-conditions/ 

Privacy Policy: https://www.prodigygame.com/main-en/privacy-policy/  

Date of Assessment:  August 2022 

Prodigy - Consent information for parents/carers
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Actionable treatments 

Risk Treatment 

Use of free text fields may result in the unauthorised 
disclosure of personal, or sensitive information. 

• Provide clear guidelines for students when completing
free text fields to ensure they do not disclose sensitive
or personal information.

This service does not store backup data for a minimum of 
three months.  Data loss may occur if data recovery is 
required. 

• Ensure users back up important data stored within the
service at regular intervals to prevent data loss.

This service does not offer users anonymity or pseudonymity 
when dealing with the service. 

• Ensure users do not disclose additional personal or
organisational information, other than that which is
disclosed through the service.

Read Theory - Consent information for parents/carers 

Name of Service: Read Theory Data Location:     Offshore (Outside Australia) 

Purpose: ReadTheory is an educational platform that contains online reading comprehension and writing 
activities and printable worksheets for K-12 

Information Disclosed: • Student name 

• Student work/content

• Class details

• Student email

• Student username 

• School name 

Website: https://readtheory.org/ 

Terms of Use: https://readtheory.org/terms-and-conditions/ 

Privacy Policy: https://readtheory.org/privacy-policy/ 

Date of Assessment:  August 2020 

Read Theory - Consent information for parents/carers
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Actionable treatments 

Risk Treatment 

An age restriction is imposed: 13 years and over. • Users 13 years and over can only use the service and/or
register an account with parental consent. Ensure
parental consent is obtained prior to student use of this
service

Use of communication and instant messaging may result in 
the unauthorised disclosure of personal information. 

• Establish protocols and expectations for students when
using this functionality.

Padlet - Consent information for parents/carers 

Name of Service: Padlet Data Location:     Offshore (Outside Australia) 

Purpose: An online collaboration tool used to share resources online between educators and students. 

Information Disclosed: • Student name

• Student work/content

• Parent contact information

• Student email

• Student photos or videos

• Student username 

• School name 

Website: https://padlet.com/ 

Terms of Use: https://legal.padlet.com/terms 

Privacy Policy: https://legal.padlet.com/privacy 

Date of Assessment: September 2020 

Padlet - Consent information for parents/carers
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Name 
SplashLearn 
https://au.splashl
earn.com/ 

Category 
Teaching and 
Learning 

Information provided: 
Staff/teacher: name, email 
Other data: school 
How the information is used: 
Maths learning program. 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://au.splashlearn.com/priv
acy 
https://au.splashlearn.com/ter
ms-of-use 
https://au.splashlearn.com/ter
ms-of-use 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  November 2020 

INFORMATION YOU SHOULD KNOW 

• Parent consent for students must be obtained in order to comply with the vendor’s Privacy Policy or Terms of
Use.

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 

SplashLearn 
SplashLearn - Consent information for parents/carers 
SplashLearn - Consent information for parents/carers
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Actionable treatments 

Risk Treatment 

Account registration is required to use the service. This is to 
be completed by school staff. 

• Once school staff register account for this service, they
can create a student ‘account’ which allows students to
access the resources

• Ensure only mandatory fields are completed when
registering accounts.

• This service does not require users to complete accurate
information when registering accounts.  Users should
create accounts using anonymous and/or organisational
details where possible.

Studyladder - Consent information for parents/carers 

Name of Service: Studyladder Data Location:     Offshore (Outside Australia) 

Purpose: Online education platform for primary aged students 

Information Disclosed: • Student name 

• Student year level

• Student class name 

• Student username 

• Student responses 

• School name 

Website: https://www.studyladder.com.au/  

Terms of Use: https://www.studyladder.com.au/about/terms  

Privacy Policy: https://www.studyladder.com.au/about/privacy 

Date of Assessment:  July 2020 

Studyladder - Consent information for parents/carers

2 

Actionable treatments 

Risk Treatment 

Account registration is required to access this service. • Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

Downloading files from the internet presents a risk to the 
organisation’s network as this increases potential exposure to 
malicious content or malware.  

• Prior to downloading any files, ensure devices have anti-
virus protection installed

• Where possible, organisational email communications
should be sent using school/work email accounts rather
than third party services.

Seesaw - Consent information for parents/carers 

Name of Service: Seesaw Data Location:     Offshore (Outside Australia) 

Purpose: A digital portfolio that enables students to create, reflect on, and share their learning process. 

Information Disclosed: • Student name 

• Student work/content

• Student grades or performance data 

• Class details

• Student email

• Student photos or videos

• Parent contact details

• School name 

Website: https://web.seesaw.me/  

Terms of Use: https://web.seesaw.me/terms-of-service 

Privacy Policy: https://web.seesaw.me/privacy-policy  

Date of Assessment:  December 2019 

Seesaw - Consent information for parents/carers
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OFFICIAL 

Risk Treatment 

Account registration is required to access this service.  This 
increases exposure to information security risks relating to 
the protection of personal information security from misuse, 
loss, unauthorised access or disclosure when it is not 
intended to be made publicly available. 

• Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

• This service does not require users to complete accurate
information when registering accounts.  Users should
create accounts using anonymous and/or organisational
details where possible.

This service provides online learning activities and/or game 
functionality.  Responses to these games can include 
predetermined response options and free text fields.  Use of 
free text fields increases the risk of personal or sensitive 
information being disclosed to the service. 

• Provide clear guidelines for students when completing
free text fields to ensure they do not disclose sensitive
or personal information.  If sensitive information is
inadvertently collect via free text fields, request the
users or service provider to remove the data.

Teach your Monster - Consent information for parents/carers 

Name of Service: Teach Your Monster Number Skills Data Location:     Offshore (Outside Australia) 

Purpose: Educational games to inspire teaching children to read and develop mathematical skills. 

Information Disclosed: • Student name 

• Student grade or performance data 

• Parent contact information

• Parent name 

• School name 

Website: https://www.teachyourmonster.org/numberskills 

Privacy Policy: https://www.teachyourmonster.org/legals  

Date of Assessment:  May 2022 

Teach Your Monster - Consent information for parents/carers

OFFICIAL 

[Status] 

Actionable treatments 

Risk Treatment 

Account registrations are required to access this service.  • Ensure only mandatory fields are completed when
registering accounts.    

• Do not use organisational passwords when registering an
account.   

This service has a process for customers to request the 
service to provide, modify and/or delete all personally 
identifiable information relating to them.  

• When use of the service is no longer required, ensure users
request that their account is terminated, and all data
associated with their account is removed.

Times Tables Rockstars - Consent information for parents/carers 

Name of Service: Maths Circle Australia Pty Ltd Data Location:     Offshore (outside Australia) 

Purpose:  A carefully sequenced programme of daily times table practice. 

Information Disclosed: • Student name  •

• School name  •

• Gender (optional)  •

Student work/content  
Maths class and Year group  
Date of Birth (optional)  

Website: https://ttrockstars.com/  

Privacy Policy: https://mathscircle.com/privacy-notice/ 

Date of Assessment:  13th February 2024 

Times Table Rock Stars- Consent information for parents/carers
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OFFICIAL 

Risk Treatment 

Account registration is required to access this service.  This 
increases exposure to information security risks relating to 
the protection of personal information security from misuse, 
loss, unauthorised access or disclosure when it is not 
intended to be made publicly available. 

• Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

• This service does not require users to complete accurate
information when registering accounts.  Users should
create accounts using anonymous and/or organisational
details where possible.

This service provides online learning activities and/or game 
functionality.  Responses to these games can include 
predetermined response options and free text fields.  Use of 
free text fields increases the risk of personal or sensitive 
information being disclosed to the service. 

• Provide clear guidelines for students when completing
free text fields to ensure they do not disclose sensitive
or personal information.  If sensitive information is
inadvertently collected via free text fields, request the
users or service provider to remove the data.

Sunshine Online - Consent information for parents/carers 

Name of Service: Sunshine Online Data Location:     Offshore (outside Australia)  

Purpose: This is a digital reading program. 

Information Disclosed: • Student name 

• Student work/content

• Student grade or performance data 

• Class details

• School year

• Student email

• Student photos or videos

• School Address 

• Student username 

• School name 

Website: https://www.sunshineclassics.com.au  

Terms of Use: https://www.sunshineclassics.com.au/terms.php  

Privacy Policy: https://www.sunshineclassics.com.au/privacyPolicy.php 

Date of Assessment:  October 2021 

Sunshine Online - Consent information for parents/carers
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Actionable treatments 

Risk Treatment 

Account registration is required to access this service. • Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

Downloading files from the internet presents a risk to the 
organisation’s network as this increases potential exposure to 
malicious content or malware.  

• Prior to downloading any files, ensure devices have anti-
virus protection installed

• Where possible, organisational email communications
should be sent using school/work email accounts rather
than third party services.

Twinkl - Consent information for parents/carers 

Name of Service: Twinkl Data Location:     Offshore (outside Australia) 

Purpose: An educational resources platform providing schools with digital teaching materials including 
lesson plans, assessments, and interactive activities. 

Information Disclosed: • Student name 

• Student username 

• Student work/content

• Student email

• School name 

• Parent contact information 

Website: https://www.twinkl.com.au/  

Terms of Use: https://www.twinkl.com.au/page/terms-and-conditions-schools 

Privacy Policy: https://www.twinkl.com.au/legal  

Date of Assessment:  July 2020 

Twinkl - Consent information for parents/carers

2 

OFFICIAL 

Actionable treatments 

Risk Treatment 

Account registration is required to access this service.  This 
increases exposure to information security risks relating to 
the protection of personal information security from misuse, 
loss, unauthorised access or disclosure when it is not 
intended to be made publicly available. 

• Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

• This service does not require users to complete accurate
information when registering accounts.  Users should
create accounts using anonymous and/or organisational
details where possible.

This service requires parental consent • This service requires parental consent for users under
18 years. 

This service provides online learning activities and/or game 
functionality.  Responses to these games can include 
predetermined response options and free text fields.  Use of 
free text fields increases the risk of personal or sensitive 
information being disclosed to the service. 

• Provide clear guidelines for students when completing
free text fields to ensure they do not disclose sensitive
or personal information.  If sensitive information is
inadvertently collected via free text fields, request the
users or service provider to remove the data.

Wonder Workshop - Consent information for parents/carers 

Name of Service: Wonder Workshop Data Location:     Offshore (outside Australia)  

Purpose: Program for Dash and Dot robots. 

Information Disclosed: • Student name 

• Student work/content

• Geolocation data 

• Student email

• School name 

Website: https://www.makewonder.com/ 

Terms of Use: https://www.makewonder.com/tos/ 

Privacy Policy: https://www.makewonder.com/privacy/ 

Date of Assessment:  October 2021 

Wonder Workshop- Consent information for parents/carers
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OFFICIAL 

Actionable treatments 

Risk Treatment 

Account registration is required to access this service. • Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

Tinkercad - Consent information for parents/carers 

Name of Service: Tinkercad Data Location:     Offshore (Outside Australia) 

Purpose: 3D design, electronics, and coding application. 

Information Disclosed: • Student work/content

• Class details

• Student username 

• School name 

Website: https://www.tinkercad.com/ 

Terms of Use: https://www.autodesk.com/company/legal-notices-trademarks/terms-of-service-
autodesk360-web-services/terms-of-service-for-tinkercad 

Privacy Policy: https://www.tinkercad.com/privacy 

Date of Assessment:  September 2020 

Tinkercad- Consent information for parents/carers
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Actionable treatments 

Risk Treatment 

Account registration is required to access this service. This 
increases exposure to information security risks relating to
the protection of personal information secure from misuse, 
loss, unauthorised access or disclosure when it is not
intended to be made publicly available. 

• Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

• Gain consent as per the Parent/carer consent section of
this report.

When registering accounts for this service, mandatory data 
fields are not identified to the user. This may result in users 
providing more information than is necessary through 
optional fields. Over-collection of information increases risks
for the security of personal information which may be 
vulnerable to data loss or identity theft if a data security 
breach occurs. 

• When registering accounts, ensure users only enter the
information specified in the Account Management
section of this report.

An age restriction is imposed. • Users under 16 years can only use the service and/or
register an account if accounts are registered via a
School subscriber (e.g., teacher). Students must not self-
register accounts.

Zoom - Consent information for parents/carers 

Name of Service: Zoom Data Location:     Offshore (Outside Australia) 

Purpose: Zoom is a video and audio web conferencing, collaboration, chat, and webinar service. Features include 
group meetings, voice detection, screen sharing, desktop and application sharing and user management. 

Information Disclosed: • Student name

• School name 

• Student responses 

• Student email

• Student videos or audio

• Student username 

Website: https://www.zoom.us/  

Terms of Use: https://zoom.us/terms  

Privacy Policy: https://www.zoom.us/privacy 

Date of Assessment: June 2020 

Zoom - Consent information for parents/carers
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Actionable treatments 

Risk Treatment 

Account registration is required to access this service.  This 
increases exposure to information security risks relating to 
the protection of personal information secure from misuse, 
loss, unauthorised access or disclosure when it is not 
intended to be made publicly available. 

• Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

• This service does not require users to complete accurate
information when registering accounts.  Users should
create accounts using anonymous and/or organisational
details where possible.

Use of forms/surveys may result in the unauthorised 
collection, over collection, storage, and/or disclosure of 
personal, sensitive or organisational information (e.g., when 
contact information is uploaded for distribution purposes or 
via responses) 

• select or design questions or response fields to limit the
collection of personal, sensitive, and organisational
information where possible.

• only collect information that is reasonably necessary to
fulfil the purpose of use;

• if using the service to collect updates to school records
(e.g., parent contact details, absence), implement an
identity verification process (e.g., phoning parents) to
validate the change/s.

This service allows users to engage in communications 
through commenting. Users may be exposed to inappropriate 
content or comments through interactions with others. This 
functionality may also result in the unauthorised disclosure of 
personal information. 

• Prevent the disclosure of personal organisational
information by establishing protocols and expectations
when using this functionality.

• Report inappropriate comments to the service provider

Class Creator - Notification information for parents/carers 

Name of Service: Class Creator Data Location:     Onshore (Inside Australia) 

Purpose: Class creation software designed to assist schools to streamline their existing student placement process. 

Information Disclosed: • Student name 

• Student work/content

• Student grade or performance data 

• Class details

• Medical details

• Student behaviour

• Student gender

• School name 

Website: https://app.classcreator.io/ 

Terms of Use: https://www.classcreator.io/terms-conditions?hsLang=en 

Privacy Policy: https://www.classcreator.io/privacy-policy?hsLang=en 

Date of Assessment:  November 2021 

Class Creator - Notification information for parents/carers

2

Actionable treatments

Risk Treatment

Account registration is required to access this service. • Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

Use of forms/surveys may result in the unauthorised 
collection, over the collection, storage, and/or disclosure of 
personal, sensitive information (e.g., when contact 
information is uploaded for distribution purposes or via 
responses).  Data may be subject to misuse, interference, 
loss, unauthorised access, or modification. 

• Select or design questions or response fields to limit the
collection of personal, sensitive information.

• Only collect information that is reasonably necessary to
fulfil the purpose of use.

Downloading files from the internet presents a risk to the 
organisation’s network as this increases potential exposure to 
malicious content or malware.  

• Prior to downloading any files, ensure devices have anti-
virus protection installed

• Where possible, organisational email communications
should be sent using school/work email accounts rather
than third party services.

MoneyTime - Notification information for parents/carers

Name of Service: MoneyTime Data Location:     Onshore (inside Australia) 

Purpose: Online interactive financial literacy program. 

Information Disclosed: • Student name
• Student grade or performance data
• Staff/teacher name
• School name

• Student email
• Student work/content
• Staff/teacher email information
• Parent name

Website: https://www.moneytimekids.com/for-teachers 

Terms of Use: https://www.moneytimekids.com/terms-of-use  

Privacy Policy: https://www.moneytimekids.com/privacy-policy 

Date of Assessment:  Updated on 04.10.2024

MoneyTime - Notification information for parents/carers
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Date of Assessment: November 2021 

Actionable treatments 

Risk Treatment 

Account registration is required to access this service. This 
increases exposure to information security risks relating to
the protection of personal information security from misuse, 
loss, unauthorised access or disclosure when it is not
intended to be made publicly available.

• Ensure only mandatory fields are completed when
registering accounts.

• Do not use organisational passwords when registering
an account.

• This service does not require users to complete accurate
information when registering accounts.  Users should
create accounts using anonymous and/or organisational
details where possible.

Use of forms/surveys may result in unauthorised collection, 
over collection, storage, and/or disclosure of personal, 
sensitive or organisational information (e.g., when contact 
information is uploaded for distribution purposes or via 
responses)

• select or design questions or response fields to limit the
collection of personal, sensitive, and organisational
information where possible.

• only collect information that is reasonably necessary to
fulfil the purpose of use;

• if using the service to collect updates to school records
(e.g., parent contact details, absence), implement an
identity verification process (e.g., phoning parents) to
validate the change/s.

Pic Collage - Notification information for parents/carers 

Name of Service: Pic Collage Data Location:     Onshore (within Australia) 

Purpose: Creativity app. 

Information Disclosed: • Student name 

• Student work/content

• Student email

Website: https://piccollage.com/ 

Terms of Use: https://picc.co/tos  

Privacy Policy: https://picc.co/privacy  

Pic Collage - Notification information for parents/carers

2 

Date of Assessment:  October 2019 

Actionable treatments 

Risk Treatment 

Use of forms/surveys may result in unauthorised collection, 
over collection, storage, and/or disclosure of personal, 
sensitive or organisational information (e.g., when contact 
information is uploaded for distribution purposes or via 
responses) 

• select or design questions or response fields to limit the
collection of personal, sensitive, and organisational
information where possible.

• only collect information that is reasonably necessary to
fulfil the purpose of use;

• if using the service to collect updates to school records
(e.g., parent contact details, absence), implement an
identity verification process (e.g., phoning parents) to
validate the change/s.

SmartSuite - Notification information for parents/carers 

Name of Service: SmartSuite Data Location:     Onshore (within Australia) 

Purpose: This is a library management system. 

Information Disclosed: • Student name 

• Student date of birth 

• Student gender

• Class details

• Student photos or videos

• Student username 

• School name 

Website: https://www.functionalsolutions.com.au/SmartSuite 

Terms of Use: https://www.functionalsolutions.com.au/tsandcs  

Privacy Policy: https://www.functionalsolutions.com.au/tsandcs  

SmartSuite - Notification information for parents/carers


